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A B S T R A C T  

The deployment of artificial intelligence agents into the regulated enterprise is now happening at 

speed. The governance discipline required to deploy them safely is not. This paper argues that the 

current state of corporate AI deployment is structurally inadequate to satisfy the regulatory regimes 

governing public companies, banks, insurers, healthcare providers, pharmaceutical manufacturers, 

and energy producers — and that the gap between deployment ambition and operational governance 

is widening, not narrowing. 

We make four claims. First, that an AI agent on its own — irrespective of the sophistication of the 

underlying model — cannot be safely deployed in a regulated environment without a surrounding 

architecture of cryptographic identity, machine-enforced policy, immutable audit, behavioural 

baselining, and parallel-trained oversight. Second, that the regulatory geography is already moving: 

enforcement actions against AI misrepresentation, the EU AI Act's high-risk system obligations, FDA 

quality-system expectations for AI in life sciences, banking model-risk requirements, NAIC bulletins 

for insurers, and state-level AI rules in employment and consumer protection collectively define an 

operational standard that most current deployments do not meet. Third, that the cost of getting this 

wrong — measured in fines, enforcement actions, insurance non-renewal, civil litigation, and 

reputational damage — now exceeds the cost of doing it right at the moment of deployment. Fourth, 

that the architectural alternative is concrete and deployable today, not theoretical. 

This paper is intended for boards, chief risk officers, chief information security officers, general 

counsel, and the senior technology executives responsible for AI strategy in regulated organisations. 

It is published by TNQ Research as part of the May 2026 distribution. 

 

§ 1  

The current state of AI deployment in the regulated enterprise 

The first wave of corporate generative AI deployment is approximately three years old. In that period, 

AI has moved from a curiosity tracked by innovation teams to an operational fact in customer service, 

financial reporting, drug discovery, claims processing, credit underwriting, and a long list of adjacent 

functions. The Bipartisan Policy Center reported in July 2025 that the U.S. Food and Drug 

Administration's public database lists over 1,250 AI-enabled medical devices authorised for 

marketing in the United States — up from approximately 950 in August 2024. AI is no longer 

experimental in regulated industries. It is operating. 
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What is missing — and what we believe is the central operational risk of the current moment — is the 

surrounding architecture that makes such deployments accountable, auditable, and structurally 

compliant. Most enterprise AI deployments today share a common shape: 

•  A large language model is procured from a model provider, typically via API. 

•  It is wrapped in an application — a chat interface, a workflow tool, an embedded copilot — built 

by an internal team or a third-party vendor. 

•  It is connected to enterprise systems through some combination of retrieval-augmented 

generation, tool calling, and direct API integration. 

•  It is launched into a business workflow, often with a “human in the loop” caveat that is asserted 

in marketing and procurement documents but rarely engineered into the underlying control 

plane. 

•  It is monitored, if at all, through application-level telemetry and ad-hoc human review. 

 

This shape is what we will refer to throughout this paper as the AI-alone deployment pattern. It 

is the dominant pattern today. It is also, in our analysis, structurally inadequate for any organisation 

operating under meaningful regulatory oversight. 

The inadequacy is not a matter of model quality. Frontier models from major providers are capable, 

fast, and for most tasks reasonable in their behaviour. The inadequacy is architectural. An AI-alone 

deployment lacks the controls that regulators in every applicable jurisdiction are now beginning to 

require — not aspirationally, but as operational compliance obligations under existing law. 

Five specific failure modes recur in AI-alone deployments within regulated environments: 

Failure mode one — Untraceable decisions 

An AI agent is invoked. It produces an output. The output influences a decision — to approve a claim, 

deny a credit application, draft a customer communication, classify a regulatory event. Months later, 

a regulator, an auditor, or a litigant requests the basis of the decision. The organisation can 

reconstruct, at best, the prompt that was sent and the response that came back. It cannot, in most 

current deployments, reconstruct why the model produced that output, what policy was supposed to 

govern the response, what data the model had access to, or what other actions the agent took as a 

side-effect of the request. The audit trail required by every major regulatory regime is fragmentary by 

construction. 

Failure mode two — Drift without detection 

Models change. Prompts change. The systems behind the agent change. The vendor updates the 

underlying model behind the API without the deployer's knowledge. The team adjusts the system 
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prompt. The retrieval corpus is updated. None of these changes are inherently problematic. All of 

them, in the absence of behavioural baselining and drift detection, are invisible. The agent operating 

today is not the agent that was approved at deployment. In a regulated environment, this is the 

definition of operating outside the validated configuration. 

Failure mode three — Ungoverned tool access 

Modern AI agents take actions through tool calls — APIs into CRM systems, payment systems, 

ticketing systems, calendar systems, customer notification systems. Every tool call is, in compliance 

terms, an action taken by the organisation. Most current deployments do not enforce that the agent's 

tool calls are authorised against a documented policy boundary before they execute. The agent is 

granted scopes and trusted to use them appropriately. In a regulated environment, this is the 

definition of an unauthorised actor with privileged access. 

Failure mode four — Misrepresentation risk 

Organisations now describe their AI capabilities in public statements — earnings calls, securities 

filings, marketing material, investor decks. The U.S. Securities and Exchange Commission has, since 

March 2024, brought a series of enforcement actions against companies for AI washing — making 

false or misleading statements about the use, capability, or autonomy of AI systems. The two original 

cases — Delphia (USA) Inc. and Global Predictions Inc., both settled in March 2024 — were against 

investment advisory firms. The third case, against Presto Automation Inc. in January 2025, was the 

first AI-washing enforcement action brought against a public company. In April 2025, the SEC and 

Department of Justice charged the founder and former CEO of Nate Inc. with fraudulently raising 

over $42 million by falsely claiming the company's shopping app used AI to process transactions. The 

SEC's newly-formed Cyber and Emerging Technologies Unit (CETU) has stated that AI washing is one 

of its targets. An organisation cannot defend the accuracy of its public AI representations if it does not 

have documented, auditable evidence of what its AI systems actually do. 

Failure mode five — Insurance exposure 

Cyber liability insurance, errors and omissions insurance, and directors and officers insurance are 

now beginning to underwrite for AI-related risk. Underwriters increasingly require evidence of AI 

governance practices at policy renewal. An organisation that cannot demonstrate documented AI 

governance is, in the present underwriting environment, exposed to non-renewal, premium increases, 

or exclusions on existing coverage. This is a fast-developing area; underwriting questionnaires in the 

past twelve months have expanded materially in their AI-governance sections. 
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These five failure modes are not theoretical. They are operating today, in regulated enterprises, behind 

production AI deployments. The regulatory geography described in §2 makes each of them an acute 

risk rather than a deferred one. 

 

§ 2  

The regulatory geography of agentic AI 

Regulators in every major jurisdiction have moved over the past three years from observation to 

enforcement. The pace of new AI-specific legislation, agency guidance, and enforcement action is the 

highest it has ever been. The geography is fragmented, but the underlying requirements converge on 

a small number of operational expectations. We survey the regimes that matter most for the regulated 

enterprise. 

2.1 — The European Union: the AI Act and its Omnibus 

The EU AI Act is the most consequential single piece of AI-specific legislation enacted to date. It 

establishes a risk-based framework with four tiers — unacceptable risk (prohibited), high-risk (heavily 

regulated), limited risk (transparency obligations), and minimal risk (largely unregulated). The Act's 

prohibitions on unacceptable-risk practices became enforceable on 2 February 2025. General-

purpose AI model obligations became enforceable on 2 August 2025. 

The most operationally consequential tier — high-risk AI systems under Annex III — was originally 

scheduled to become fully enforceable on 2 August 2026. That date covered systems used in biometric 

identification, critical infrastructure, education, employment, credit scoring, insurance underwriting, 

law enforcement, migration, and the administration of justice — substantially every category in which 

a regulated enterprise might deploy a consequential AI system. 

On 7 May 2026, EU legislative bodies reached political agreement on the so-called AI Act Omnibus — 

a set of revisions extending compliance deadlines for high-risk systems. Under the revised framework, 

separate fixed deadlines now apply to the two principal high-risk categories. A 16-month 

postponement covers Annex III use-based high-risk systems, with obligations now applying from 2 

December 2027. A 12-month postponement applies to new high-risk AI systems that are products or 

safety components of products governed by EU product safety rules. The transparency obligations for 

chatbots remain effective in August 2026; the deadline for AI-generated content labelling has been 

set at 2 December 2026. 
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The practical effect of the Omnibus is that organisations have additional preparation time — but the 

underlying obligations have not changed. Providers of high-risk AI systems must complete conformity 

assessments. Deployers must implement risk management programs, conduct Fundamental Rights 

Impact Assessments where applicable, and maintain technical documentation. Systems must be 

registered in the EU AI database. CE marking is required. 

The European AI Office, established within the European Commission in early 2025, has by 2026 

pivoted from administrative setup to active enforcement. In early 2026 it launched its first major 

investigation into the Grok AI chatbot for alleged violations involving synthetic media and illegal 

content. The investigation is widely understood as a stress test for the Act and a demonstration that 

the EU is prepared to use its 7%-of-global-turnover penalty structure. 

The exposure for non-EU organisations is meaningful. Under Article 3, U.S. companies offering AI 

models to developers building EU-facing applications, or AI APIs in EU products, can be deemed 

providers of high-risk systems. The penalty structure aligns with GDPR — up to €35 million or 7% of 

annual worldwide turnover for the most serious violations, and up to €15 million or 3% of turnover 

for high-risk system violations. 

2.2 — The United States: sector-by-sector enforcement 

In the absence of comprehensive federal AI legislation, U.S. regulators have used existing authority 

to bring enforcement actions and issue guidance. The pattern is consistent across agencies: AI is 

regulated by mapping AI-specific conduct onto pre-existing statutory frameworks for fraud, fiduciary 

duty, model risk, consumer protection, safety, and material disclosure. 

The Securities and Exchange Commission has, since March 2024, brought a series of enforcement 

actions against firms making false or misleading statements about their use of AI. The three 

foundational cases were Delphia (USA) Inc., Global Predictions Inc. (both March 2024), and Presto 

Automation Inc. (January 2025, the first AI-washing action against a public company). The April 

2025 Nate Inc. matter — a $42 million fraud case prosecuted jointly by the SEC and the DOJ — 

extended the pattern to outright misrepresentation of automated capability. 

The 2026 SEC Examination Priorities expanded the agency's focus on registrants' use of automated 

investment tools, AI technologies, and associated representations. The Examination Division has 

signalled that registrants will be assessed not only on the accuracy of their AI representations but on 

whether they have implemented adequate policies and procedures to monitor or supervise their use 

of AI. 

The SEC's enforcement framework here is consequential. AI-washing actions are typically brought 

under Section 206 of the Investment Advisers Act, Rule 206(4)-1 (the Marketing Rule), Section 17(a) 
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of the Securities Act, and Rule 10b-5 of the Exchange Act. None of these require new AI-specific 

authority. An organisation that has represented AI capabilities in a public filing, a marketing 

communication, or an investor letter — and cannot produce documented evidence to substantiate 

those representations — is exposed under existing law, today. 

2.3 — Healthcare and life sciences 

Healthcare is governed by HIPAA at the federal level for protected health information, by the FDA for 

medical devices and clinical decision support, by CMS for reimbursement-relevant systems, by the 

HHS Office of Inspector General for fraud and abuse, and by state-level licensure and practice statutes 

for the actual delivery of care. AI deployed in any of these contexts inherits the full regulatory load of 

the function it is performing. 

The FDA's expanding AI/ML medical device portfolio — over 1,250 authorised devices as of July 2025 

— illustrates the volume of AI now operating in clinical contexts. The January 2025 draft guidance 

Considerations for the Use of Artificial Intelligence to Support Regulatory Decision Making for Drug 

and Biological Products set out expectations for AI used in regulatory submissions. A parallel draft 

guidance the same month, Artificial Intelligence-Enabled Device Software Functions: Lifecycle 

Management and Marketing Submission Recommendations, set out lifecycle expectations for AI in 

medical devices. The 2025 IMDRF Good Machine Learning Practice principles, the FDA's September 

2025 Request for Public Comment on real-world AI performance evaluation, and the agency's 

enforcement letter to Exer Labs in 2025 collectively signal the agency's direction: AI systems in 

clinical use will be expected to demonstrate continuous performance monitoring, documented drift 

detection, and structured processes for change management. 

The Exer Labs warning letter made the agency's position explicit: if AI informs labelling, performance 

claims, dosing, safety, or decision-making, the entire solution must meet device-level quality, 

validation, and lifecycle controls. The era in which AI features inside vendor tools could be treated as 

“non-product” tools outside traditional validation expectations is over. 

2.4 — Financial services 

Federal banking regulators — the Federal Reserve, the OCC, the FDIC, and the CFPB — have applied 

long-standing model risk management expectations (SR 11-7 in the Federal Reserve framework, OCC 

2011-12 at the OCC) to AI and machine-learning systems. Banks operating AI models in credit 

underwriting, fraud detection, AML monitoring, and customer-facing applications are expected to 

apply the same model-validation, model-inventory, and model-performance-monitoring discipline 

that has governed quantitative models for over a decade. AI does not exempt a model from SR 11-7. It 

often intensifies the obligation. 
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The third-party risk dimension is particularly acute. A bank cannot delegate its model-risk 

management obligations to a vendor. Even where the underlying model is provided by a frontier 

model provider, the bank — not the vendor — is the entity on the hook for SR 11-7 compliance. The 

Federal Reserve's expectations for third-party risk management (SR 23-4) apply to AI vendor 

relationships in the same way they apply to any other operationally significant third-party 

arrangement. 

The CFPB's enforcement of fair lending and consumer protection statutes against algorithmic credit 

decisions, FINRA Rule 3110 (supervision) requirements extended to AI-driven communications and 

recommendations, and state insurance department oversight under the NAIC Model Bulletin on the 

Use of AI Systems by Insurers complete the picture. The NAIC bulletin, adopted by most state 

insurance departments through 2024 and 2025, sets explicit governance expectations: documented 

AI governance frameworks, oversight by senior management, model testing for bias and fairness, 

vendor management, and continuous monitoring. 

2.5 — Energy 

The oil, gas, and power sectors operate under safety regulators (PHMSA for pipelines, FERC for 

electric reliability, the NRC for nuclear, state public utility commissions), environmental regulators 

(EPA, state environmental agencies), and worker safety regulators (OSHA). AI systems deployed in 

operations critical to safety — pipeline integrity monitoring, grid stability decisions, well control, 

refinery process control — fall under the same operational risk frameworks as the underlying physical 

systems. NERC Critical Infrastructure Protection (CIP) standards governing electric utility critical 

infrastructure apply to AI components that influence grid operations. 

2.6 — The convergence of regulatory expectations 

The regimes above are fragmented in their authority, their enforcement style, and their pace. But they 

converge on a small number of operational expectations that any deployer of AI in a regulated context 

will be required to demonstrate: 

•  Documented intent. What is the AI system supposed to do? What is it explicitly not authorised 

to do? Where is this documented? Who approved it? 

•  Provable boundary enforcement. When the system operates, can the organisation demonstrate 

that each action it took was within its authorised scope? Can it produce evidence — not 

assertion — of compliance with the documented boundary? 

•  Continuous performance monitoring. Is the system's behaviour today consistent with the 

behaviour at the point of deployment approval? When did it last drift? Who knew? 
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•  Retrievable, tamper-evident audit. When a regulator, auditor, or litigant requests the basis for 

any particular decision, can the organisation produce a complete, chronological, 

cryptographically verifiable record? 

•  Human accountability. Who, in named human terms, is responsible for the system's operation? 

What is their authority? What are the documented escalation paths? 

 

These five expectations are now table stakes. They are not advanced. They are the floor of regulatory 

acceptability for any AI system deployed where consequence attaches. And they are, in our analysis, 

what the AI-alone deployment pattern systematically fails to provide. 

 

§ 3  

Why AI alone is structurally insufficient 

The argument of this section is precise. We are not arguing that AI is unsafe, that it is unsuitable for 

enterprise deployment, or that it should be slowed. We are arguing that an AI agent considered as a 

single architectural component — a model behind an application — cannot, by its nature, satisfy the 

five regulatory expectations enumerated in §2.6. Five reasons follow. 

First: no native cryptographic identity 

When a model produces an output, that output is not signed. There is no cryptographic record that 

the output was produced by a specific configuration of a specific model at a specific moment under a 

specific policy. The application layer above the model may log the request and response, but those 

logs are mutable by anyone with administrative access to the logging system. In a regulated 

environment, this fails the standard for tamper-evident audit. The model cannot supply that property; 

the surrounding architecture must. 

Second: no native policy enforcement 

A model can be instructed via system prompts to refrain from certain behaviours. It can be fine-tuned 

to prefer certain outputs. It can be guarded by classifier-style filters at the input or output. None of 

these mechanisms constitute enforced policy. They are statistical preferences. A policy boundary that 

matters in a regulated environment — the agent shall not initiate financial transactions above $X 

without human approval, the agent shall never communicate externally without human approval, 

the agent shall never modify protected health information — must be enforced by a mechanism 
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outside the model itself, that evaluates each proposed action against an executable rule set, and blocks 

unauthorised actions before they execute. 

Third: no native behavioural baseline 

A model's outputs vary by prompt, by configuration, by upstream changes the deployer does not 

control. An organisation cannot answer the question is the model behaving normally without an 

established baseline of normal behaviour — call patterns, latency distributions, tool-use frequencies, 

output characteristics — and continuous comparison of live behaviour to that baseline. The baseline 

is not a property of the model. It is established by the surrounding monitoring infrastructure. 

Fourth: no native audit ledger 

Logs of model interactions exist in whatever logging system the deployer happens to operate. They 

are typically stored in conventional databases or object stores. They are administrable. They can be 

modified, deleted, or selectively retained. They are not, in their default form, suitable as legal 

evidence. A tamper-evident audit record — cryptographically signed, anchored to a verifiable hash 

chain, retained for the regulatory retention period — is a separate architectural component the 

deployer must provide. 

Fifth: no native overseer 

Most consequential decisions in regulated environments require a second pair of eyes — a reviewer, 

an approver, a supervisor. In AI-alone deployments, the second pair of eyes is either a human reviewer 

(which scales poorly and inserts latency) or absent (which is not deployable). What is required is a 

second agent — an overseer — trained on the same role specification, operating in parallel, evaluating 

each proposed action of the primary agent against policy and behavioural expectations, with the 

formal authority to halt, escalate, or rewrite the action before it executes. This overseer is not provided 

by the underlying model. It must be architected separately, trained separately, and operated 

separately. 

 

The reader will note that nothing in this section is an argument against AI. The argument is that 

deploying AI without the surrounding architecture is the operational risk — and that the 

surrounding architecture is non-trivial, non-optional, and non-self-supplied by the model 

provider. It must be deliberately built. 

 

§ 4  
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The full-stack alternative 

What does the surrounding architecture look like when it is properly implemented? We describe it 

here in terms of five operational layers, each addressing one of the structural insufficiencies 

enumerated in §3. This is the architecture TrueNorth Quantum operates as the Northern Shield 

platform. It is not the only possible architecture, but it is concrete and it is in production. 

Layer one — Workforce 

The Digital Employee itself. A governed AI agent deployed under a documented role specification, 

with explicit responsibilities, explicit authority bounds, and explicit exclusions. The agent operates at 

machine speed across whatever enterprise systems its role requires. It has a cryptographic identity — 

a per-agent signing key — under which every action it takes is signed. It cannot operate outside its 

documented scope. 

Layer two — Oversight 

A Governance AI overseer, trained in parallel with the Digital Employee on the same role specification, 

operating as the second pair of eyes on every action. The overseer is structured as a hierarchy — a 

Master Session holding the role specification and policy boundary, a Governance Agent evaluating 

each proposed action against the compiled policy, an Architecture Agent reasoning at the system level, 

and Worker Agents executing the actual tasks. The hierarchy is grounded in mathematical type 

theory: the type-theoretic boundaries between tiers mean that a lower-tier agent cannot execute an 

action the higher-tier agent has not authorised, as a property of the system rather than as a runtime 

check. 

Layer three — Operations 

The substrate that hosts everything else. Unified identity, unified storage, unified communication 

bridges, federation with the organisation's existing SIEM, ticketing, and identity providers. The 

Operations layer is where the integration with the rest of the enterprise lives — and where the 

platform's prior operational record in carrier-grade environments matters most. The maturity of the 

substrate is a precondition for the maturity of everything above it. 

Layer four — Foundation 

The cryptographic core. Post-quantum cryptographic primitives applied to transport, storage, and the 

audit ledger. The immutable audit ledger itself — anchored to a blockchain hash chain such that any 

tampering with historical records is cryptographically detectable. Custody tiers — warm, cold, and 
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frozen — for the keys themselves, with the highest-sensitivity material protected under FIPS 140-2 

Level 3 hardware security modules with distributed key generation. This layer is what makes the audit 

record admissible in a regulatory or legal proceeding rather than dismissible as a vendor assertion. 

Layer five — Defence 

The optional 24/7 cybersecurity monitoring layer. Agent-aware threat detection tuned for the specific 

attack patterns that target AI systems — prompt injection, credential abuse, tool-call manipulation, 

model poisoning, identity spoofing. SIEM federation with the organisation's existing security 

operations. SOAR automation for incident response. Insurance-grade evidence packaging for cyber 

liability underwriters. 

 

The argument for the full stack is not that each layer is, on its own, novel. Each layer has 

antecedents in mature engineering practice. The argument is that the layers are inseparable. 

 

An organisation cannot pick the AI agent without the governance overseer. It cannot pick the 

governance overseer without the operational substrate. It cannot pick the substrate without the 

cryptographic foundation. And once the foundation exists, the optional defence layer becomes 

available as a marginal addition rather than as a separately-architected program. 

The economics of this architectural integration matter. An organisation that attempts to build the 

surrounding architecture in-house, after deploying an AI agent in-house, will discover that retrofitting 

cryptographic identity, machine-enforced policy, behavioural baselining, immutable audit, and 

parallel-trained oversight onto a deployed agent is an order of magnitude harder than building them 

in from the start. The mathematics of post-deployment retrofit is unfavourable in the same way that 

the mathematics of post-breach security retrofit has historically been unfavourable. The organisations 

now retrofitting will, in our analysis, learn this expensively. 

 

§ 5  

Sector applications 

The architecture in §4 applies generally. But each regulated sector imposes its own specific overlay on 

the general pattern. We sketch six. 
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5.1 — Public companies 

The exposure for public companies operating AI is dominated by securities law. Public statements 

about AI capability — in earnings calls, 10-K filings, 10-Q filings, proxy statements, investor 

presentations, and routine corporate communications — must be substantiated. The SEC's AI-

washing enforcement program is now three years old and has graduated from investment advisers to 

public companies and outright fraud prosecutions. The single most consequential question a board 

can ask its CEO about AI is: Can we substantiate, on demand, every public statement we have made 

about our AI capabilities? If the answer is no — if the documentation does not exist, if the audit record 

is incomplete, if the actual AI behaviour is not provably consistent with the represented AI behaviour 

— then the company is exposed to Section 17(a) of the Securities Act, Section 10(b) of the Exchange 

Act, and Rule 10b-5 liability, with no AI-specific authority required for the SEC to bring an action. 

The full-stack architecture matters here because the immutable audit ledger constitutes the kind of 

contemporaneous documentation that defends a public statement. The signed action record, the 

policy version in effect at the time of each action, and the governance evaluations attached to each 

action collectively constitute the substantiation a public company will need to produce when the SEC, 

a class-action plaintiff, or an internal audit committee asks the substantiation question. 

5.2 — Banks and depository institutions 

The model risk management framework applies. SR 11-7, OCC 2011-12, and the FDIC's analogous 

guidance require banks to maintain a model inventory, validate models before production 

deployment, monitor model performance continuously, and document the entire model lifecycle. 

Banks that deploy AI in credit decisions, fraud detection, AML monitoring, BSA reporting, or 

customer-facing applications must demonstrate that the AI system is registered in the model 

inventory, validated to the bank's documented standard, monitored against the validation baseline, 

and subject to documented change control. 

The third-party risk dimension is particularly acute. A bank cannot delegate its model risk 

management obligations to a vendor. Even where the underlying model is provided by a frontier 

model provider, the bank — not the vendor — is the entity on the hook for SR 11-7 compliance. The 

full-stack architecture provides the bank with the documented audit trail and the policy-enforced 

boundary that allows it to demonstrate compliance with its own model risk standards, regardless of 

which underlying model is supplying inference. 

5.3 — Healthcare providers 

The FDA's 2025 and 2026 guidance, the IMDRF Good Machine Learning Practice principles, and the 

HIPAA framework collectively define a set of operational expectations. AI systems that influence 
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clinical decisions, GxP processes, or PHI handling must be validated, monitored, and subject to 

documented change control. The continuous performance monitoring expectation is particularly 

acute — FDA's September 2025 Request for Public Comment on real-world performance evaluation 

signals that monitoring will become a hard expectation rather than a soft recommendation. 

The full-stack architecture provides the behavioural baselining and drift detection that real-world 

performance evaluation requires. The cryptographic audit ledger provides the documented change 

history. The policy-as-code layer provides the boundary enforcement — for example, the structural 

guarantee that an AI system supporting clinical decisions cannot, ever, write to a patient record or 

transmit PHI to an external endpoint. 

5.4 — Pharmaceutical manufacturers 

CDER's increasing engagement with AI in drug development — the January 2025 draft guidance on 

AI in regulatory decision-making, the framework for AI in drug manufacturing, the alignment work 

between CBER, CDER, CDRH, and OCP — collectively signals that AI in pharma will be subject to the 

full weight of GxP validation. The Exer Labs warning letter demonstrated the agency's enforcement 

posture: AI that informs labelling, performance claims, dosing, safety, or decision-making must meet 

device-level quality, validation, and lifecycle controls. 

For pharma manufacturers, the full-stack architecture provides the validation evidence and the 

lifecycle documentation that 21 CFR Part 11 and the related GxP frameworks have always required. 

The novelty of AI does not change the substance of those requirements. It changes the volume and 

frequency of the audit evidence that must be produced. 

5.5 — Insurance underwriters 

The NAIC Model Bulletin on the Use of AI Systems by Insurers, adopted by most state insurance 

departments through 2024 and 2025, sets explicit governance expectations: documented AI 

governance frameworks, oversight by senior management, model testing for bias and fairness, vendor 

management, and continuous monitoring. Insurers that deploy AI in underwriting, claims handling, 

rate-setting, or fraud detection must demonstrate adherence to these expectations to their primary 

state regulator. 

The full-stack architecture matters here in a particular way: the cyber liability underwriting cycle is 

itself increasingly interested in the AI governance of the entities being insured. An insurer that 

demonstrates rigorous internal AI governance is, in our reading of the current underwriting 

environment, also better positioned to write AI-related cyber policies for other entities — because it 

has, in operational practice, the documentation and discipline that the underwriting questionnaires 

increasingly require. 
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5.6 — Oil, gas, and power 

The safety regulators in the energy sector — PHMSA, FERC, NERC, EPA, OSHA — operate under 

operational risk frameworks where AI components are evaluated for their contribution to the safety 

and reliability of the underlying physical system. NERC CIP standards apply to AI in grid-relevant 

decision systems. Pipeline Safety regulations apply to AI in leak detection. NRC oversight applies to 

AI in nuclear plant operations. 

The full-stack architecture matters here because the consequence of failure is physical — a leak, an 

outage, a safety incident — and the documentation requirements are correspondingly heavy. The 

immutable audit ledger provides the post-incident reconstruction that root-cause analysis requires. 

The policy-as-code layer provides the structural guarantee that an AI system cannot, ever, take an 

action with safety consequence without the documented human authorisation that the relevant 

regulatory framework requires. 

 

§ 6  

The cost of getting it wrong 

We have argued that the AI-alone deployment pattern is structurally inadequate for regulated 

environments. We close the operational case by enumerating what gets paid for the inadequacy, in 

the present environment, when things go wrong. 

Regulatory fines 

Direct monetary penalties under existing regulatory authority. The SEC's AI-washing settlements 

have ranged from cease-and-desist orders with modest civil penalties to the $42 million Nate Inc. 

fraud matter prosecuted jointly with the DOJ, but the framework supports much larger penalties — 

particularly under the Investment Advisers Act for advisers, the Securities Exchange Act for public 

companies, and Section 5 of the FTC Act for general unfair or deceptive practices. The EU AI Act 

provides for penalties up to €35 million or 7% of annual worldwide turnover for prohibited practices, 

and up to €15 million or 3% for high-risk system violations. GDPR penalties — which can apply to AI 

systems processing personal data without lawful basis — reach €20 million or 4% of worldwide 

turnover. 

Enforcement actions short of fines 



R P T - 2 0 2 6 - 0 0 1   ·   G o v e r n a n c e  f o r  t h e  A I  W o r k f o r c e  T N Q  R e s e a r c h   ·   R e l e a s e  1 . 0  

  
T r u e N o r t h  Q u a n t u m  I n c .    ·    U x b r i d g e ,  O N  P R O P R I E T A R Y    ·    P U B L I C  R E L E A S E  

Page 16 of 19 

Cease-and-desist orders. Mandatory remediation programs. Independent compliance monitors. 

Public censures. Each of these is, in practice, more expensive than the underlying fine because it 

imposes operational cost over a multi-year period. 

Civil litigation 

Shareholder suits for misrepresentation. Class actions for algorithmic discrimination. Product 

liability suits for AI-influenced harms. The legal infrastructure for AI-related civil litigation has 

matured rapidly over the past two years. Class certifications are being granted. Settlements are being 

negotiated. 

Insurance non-renewal and premium increases 

Cyber liability insurers, errors and omissions insurers, and directors and officers insurers are 

increasingly underwriting for AI-related risk. Organisations that cannot demonstrate AI governance 

at renewal are facing premium increases, coverage exclusions, and in some cases non-renewal. This 

is a soft cost that compounds over the renewal cycle. 

Reputational damage 

The diffuse but real cost of being the named defendant in a public AI enforcement action. The cost of 

having to disclose, in a 10-K or proxy statement, the existence of a regulatory investigation. The cost 

of explaining to customers, partners, and employees that the AI system they relied on is being 

investigated. 

Operational disruption 

The cost of pulling an AI system out of production while remediation occurs. The cost of replacing it 

with manual processes. The cost of rebuilding it under closer supervision. 

 

The cumulative cost of an AI-related enforcement event is, in our analysis, materially higher than 

the cost of building the surrounding architecture correctly at the moment of deployment. The 

decision to defer governance investment is therefore not a saving — it is a deferred cost, with 

compound interest. 

 

§ 7  

The deployment discipline 
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We close with what we believe the responsible organisation should actually do. We offer no marketing 

claim that any single vendor — including TrueNorth Quantum — is the answer. We offer instead five 

operational principles that should guide any AI deployment in a regulated environment, irrespective 

of which vendor the organisation ultimately works with. 

Principle one — Classify before you build 

Every AI deployment should be classified, before development begins, against the regulatory regimes 

that govern it. The classification should answer specific questions: Which sectoral regulations apply? 

Which cross-cutting privacy and AI-specific regulations apply? What is the risk tier of the proposed 

system under each applicable framework? Which authority bounds are structurally required and 

which are discretionary? The classification should be a written artefact, signed by named human 

accountability, retained as part of the system's documentation. 

Principle two — Separate the agent from the overseer 

The AI agent that performs the work and the agent that oversees the work should be architecturally 

separate, trained separately, and operated separately. The overseer should evaluate every 

consequential action of the agent against compiled policy before the action executes. The boundary 

between agent and overseer should be a structural property of the deployment, not a runtime check. 

Principle three — Cryptographic identity from day one 

Every action the AI system takes should be signed under a cryptographic identity bound to the role 

specification. Every prompt, every tool call, every output should be anchored to an immutable audit 

ledger. The cost of adding this from the start is meaningfully lower than the cost of retrofitting it after 

deployment. 

Principle four — Monitor continuously 

Behavioural baselines should be established before production deployment and compared to live 

behaviour continuously. Drift should trigger alerts. Drift should never be discovered retrospectively 

during an audit. 

Principle five — Humans accountable, named 

Every AI deployment should have a named human owner — not a role, an individual. That individual 

should have documented authority to suspend the system. The escalation path should be documented. 

The on-call coverage should be documented. The handoff procedure when the named individual is 

unavailable should be documented. 
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These five principles do not require any particular vendor. They require institutional discipline. The 

full-stack architecture described in §4 happens to make these principles operationally tractable rather 

than aspirational — but the principles themselves are vendor-independent. 

 

§ 8  

Conclusion 

The deployment of AI into the regulated enterprise is already happening. It will continue. The 

question is not whether AI agents will operate inside banks, hospitals, pharmaceutical manufacturers, 

insurers, public companies, and energy producers — they already do. The question is whether their 

operation will be governed. 

The current state of governance is inadequate to the regulatory geography that already exists, before 

considering the regulatory expansion that is coming. The gap is widening. Organisations that deploy 

AI without the surrounding architecture of cryptographic identity, machine-enforced policy, 

immutable audit, behavioural baselining, and parallel-trained oversight are exposed — under existing 

law, today — to enforcement actions, fines, civil litigation, insurance non-renewal, and reputational 

damage. 

The full-stack architectural alternative is concrete and deployable. It is what TrueNorth Quantum 

operates as the Northern Shield platform. But the deeper point of this paper is that the architectural 

alternative is necessary regardless of which vendor an organisation chooses. AI alone is not the 

answer. AI under a deliberate, full-stack governance architecture is. 

We close with the observation that this is not a new pattern in the history of enterprise technology. 

Every major operational technology — from mainframe computing to client-server, from the web to 

mobile, from cloud to security operations — has gone through a phase in which the underlying 

technology was deployed first and the governance architecture was built second, expensively, after the 

first wave of regulatory and operational failures. AI is following the same pattern, on a faster cycle. 

The organisations that build governance into the deployment from the start will, in our analysis, save 

the cost of the retrofit — and avoid being the cautionary examples of the second wave. 

 

R E F E R E N C E S  &  F U R T H E R  R E A D I N G  
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The regulatory citations and enforcement actions referenced in this paper are drawn from public 

sources current as of May 2026. Key references: 

•  European Commission. Regulation (EU) 2024/1689 on Artificial Intelligence (the EU AI Act). 

•  European Council and European Parliament. Provisional political agreement on the Digital 

Omnibus on AI, 7 May 2026. 

•  U.S. Securities and Exchange Commission. Enforcement actions: In the Matter of Delphia 

(USA) Inc. (March 2024); In the Matter of Global Predictions Inc. (March 2024); In the Matter 

of Presto Automation Inc. (January 2025); SEC v. Albert Saniger / Nate Inc. (April 2025, joint 

with DOJ). 

•  U.S. Securities and Exchange Commission, Division of Examinations. 2026 Examination 

Priorities (November 2025). 

•  Federal Reserve Board. Supervisory Letter SR 11-7: Guidance on Model Risk Management and 

SR 23-4: Interagency Guidance on Third-Party Relationships. 

•  U.S. Food and Drug Administration. Considerations for the Use of Artificial Intelligence to 

Support Regulatory Decision Making for Drug and Biological Products (draft, January 2025). 

•  U.S. Food and Drug Administration. Artificial Intelligence-Enabled Device Software Functions: 

Lifecycle Management and Marketing Submission Recommendations (draft, January 2025). 

•  IMDRF. Good Machine Learning Practice for Medical Device Development: Guiding Principles 

(2025). 

•  National Association of Insurance Commissioners. Model Bulletin on the Use of Artificial 

Intelligence Systems by Insurers. 

•  New York City Department of Consumer and Worker Protection. Local Law 144 implementing 
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